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REFERRAL PRIVACY NOTICE

The Helen Bamber Foundation needs to store, use and share your personal information in a number of
ways so that we can consider your referral for support within our Model of Integrated Care. This means that
we are a data controller of your personal information. We process your data in accordance with the General
Data Protection Regulation and the Data Protection Act 2018.

This document tells you what information we hold about you, how and why we share it and how we keep it
safe.

Please read this document and sign your name and date at the end to show that you understand and agree.
1. What information do we collect about you and why?

We need to collect some personal information from you so that we can understand your needs and support
you in the best possible way as part of your referral to the Helen Bamber Foundation. We collect information
about your:

Legal status and immigration history so we can help you with your immigration application.

Housing and financial situation so we can secure accommodation for you and make sure you are receiving
the financial support you need and are eligible for.

Physical and mental health to help you access the appropriate medical treatment and therapy. This medical
information also helps us to provide legal support, for example when a doctor writes a medico-legal report
for you.

Interests and level of education so we can better understand what services and activities you would like to
engage with, and how we can make this possible.

Contact details to arrange appointments with you, keep you informed and updated about anything we are
supporting you with, and discuss any concerns or difficulties you might be having.

Legal representative, GP (or other healthcare professional) and other key workers' contact details so that
we can work together with those supporting you.

We also use this information to tell people and organisations about the work that we do so that they will
support our work. This is called research information. For example, the Helen Bamber Foundation will tell
people how many people are referred to us and how many people we are able to accept into our service.
When we do this, we never give any information to anyone which will identify you such as your name or your
address without your permission.
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2. How do we collect this information?

a) From the referral form - the referrer provides the information we request so we can carefully consider
how we may be able to help you. We ask that the referrer explains to you why they are doing this and asks
for your permission before making the referral.

b) Directly by you e.g. when you have an appointment at our Foundation, contact us by email or phone or
send us your documents.

) Directly by others e.g. when your solicitor sends us an update about the status of your application, or
when we receive information about your housing from the council.

d) When we request it - we may contact your solicitor, GP, health professional, support worker or other
local authority officers (e.g. social workers or benefits team) to request information about you.

3. Who do we share your information with and why?

The Helen Bamber Foundation is committed to providing the highest quality care for you, this includes at
the referral stage. Sharing information with other supporting organisations is vital to help us identify and
meet your needs in the best possible way as we process your referral. We share information with:

Your legal representative so they can provide information about your immigration application or other legal
matters.

Your GP or healthcare professionals to understand the medical treatment you are are receiving and the
support you need.

Information Local authority officers as necessary (for example, lawyers, social workers, and benefits team
officers) in the offices of the local authority where you live. This helps us understand your housing needs.
The Salvation Army (and its contractors), Hestia, Migrant Help or other organisations that may be able to
help with your accommodation and/or support. We may tell them that you have been referred to us so that,
for example, you can stay living in London and come to the Helen Bamber Foundation.

The Home Office as necessary. We will never talk about your referral or treatment at our Foundation unless
you tell us that we can.

Other organisations that can support you, for example when we provide onward signposting where we are
unable to accept your referral. We will not do this without your consent.

4. How do we keep your information safe?

Your personal information will be recorded and stored securely in paper and/or electronic files as necessary,
for as long as you are actively engaging with our service. Only the Foundation’s staff and volunteers can
access your information, and they have been trained to operate in accordance with our data protection
policies.

Your file will be electronically archived and eventually securely destroyed in accordance with the UK's data
protection legislation and the Helen Bamber Foundation’s retention policy. If you would like to see our
retention policy, please contact us: 0203 058 2020




5. What is the lawful basis of our processing your data

When we process data concerning your housing and financial situation, interests and level of education and
contact details we will do so because:

you have consented, or it is necessary for us to comply with a legal obligation to which the Foundation is
subject, or it is necessary to protect your or someone else’s vital interests, or where it is necessary for the
performance of our work carried out in the public interest.

However in situations (ii)-(iv), where possible, you will be told if any disclosure is to take place.

When we process data concerning your legal status and immigration history and physical and mental health
we will do so because:

I.  you have given us explicit consent to do so, or
ii.  processing is necessary to protect your or someone else’s vital interests in a situation where either
you or that third party are physically or legally incapable of giving your consent, or
ii.  the processing is necessary for the establishment, exercise or defence of legal claims or whenever
courts are acting in their judicial capacity, or
iv.  processing is necessary for reasons of substantial public interest.

Sometimes we will need your consent to be able to provide you with our services. If this is the case, we will
let you know at the time we ask for that consent.

6. Changes to our Privacy Policy

We keep our privacy policy under review and any changes will be communicated to you. We will provide
notifications about changes to this policy by email or other appropriate channels. This privacy policy was
last updated in line with the General Data Protection Regulation (GDPR) on 25 May 2018, and was
subsequently revised on 4 February 2022.

7. Contact us

If you have any questions about our privacy policy or the information we hold about you, please contact us
at 0203 3058 2020.
8. Your rights

Under certain circumstances, you have rights under data protection laws in relation to your personal data.
You have the right to:

e Request access to your personal data (commonly known as a “data subject access request”). This
enables you to receive a copy of the personal data we hold about you and to check that we are
lawfully processing it.

e Request correction of the personal data that we hold about you. This enables you to have any
incomplete or inaccurate data we hold about you corrected, though we may need to verify the
accuracy of the new data you provide to us.

e Request erasure of your personal data. This enables you to ask us to delete or remove personal data
where there is no good reason for our continuing to process it. You also have the right to ask us to




delete or remove your personal data where you have successfully exercised your right to object to
processing (see below), where we may have processed your information unlawfully or where we are
required to erase your personal data to comply with local law. Note, however, that we may not always
be able to comply with your request to erasure for specific legal reasons which will be notified to
you, if applicable, at the time of your request.

e Object to processing of your personal data where we are relying on a legitimate interest (or those of
a third party) and there is something about your particular situation which makes you want to object
to processing on this ground as you feel it impacts on your fundamental rights and freedoms. You
also have the right to object where we are processing your personal data for direct marketing
purposes. In some cases, we may demonstrate that we have compelling legitimate grounds to
process your information which override your rights and freedoms.

e Request restriction of processing of your personal data. This enables you to ask us to suspend the
processing of your personal data in the following scenarios: (1) if you want us to establish the data’s
accuracy; (2) where our use of the data is unlawful but you do not want us to erase it; (3) where you
need us to hold the data even if we no longer require it as you need it to establish, exercise or defend
legal claims; or (4) you have objected to our use of your data but we need to verify whether we have
overriding legitimate grounds to use it.

e Request the transfer of your personal data to you or to a third party. We will provide to you, or a
third party you have chosen, your personal data in a structured, commonly used, machine-readable
format. Note that this right only applies to automated information which you initially provided
consent for us to use or where we used the information to perform a contract with you.

e Withdraw consent at any time where we are relying on consent to process your personal data.
However, this will not affect the lawfulness of any processing carried out before you withdraw your
consent. If you withdraw your consent, we may not be able to provide certain services or
communications to you. We will advise you if this is the case at the time you withdraw your consent.

If you wish to exercise any of the rights set out above, please contact us on info@helenbamber.org
For more information about your rights in relation to the way in which we process your personal data,
please contact reception.

You will not have to pay a fee to access your personal data (or to exercise any of the other rights). However,
we may charge a reasonable fee if your request is clearly unfounded, repetitive or excessive. Alternatively,
we may refuse to comply with your request in these circumstances.

We may need to request specific information from you to help us confirm your identity and ensure your
right to access your personal data (or to exercise any of your other rights). This is a security measure to
ensure that personal data is not disclosed to any person who has no right to receive it. We may also contact
you to ask you for further information in relation to your request to speed up our response. We try to
respond to all legitimate requests within one month. Occasionally it may take us longer than a month if your
request is particularly complex or you have made a number of requests. In this case, we will notify you and
keep you updated.

9. Right to complaint to the ICO

You have the right to make a complaint at any time to the Information Commissioner, the UK supervisory
authority for data protection issues. They can be contacted by calling 0303 123 1113. We are registered




with the Information Commissioner’s Office and our registration no. is ZA593047. We would, however, like
to have the chance to deal with any issues you may have before you contact the ICO - so please do get in
touch with us with any queries you may have.




